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Abstract—The integration of private fifth-generation (5G) net-
works with standardized publish-subscribe (PubSub) communi-
cation models offers clear benefits for Industry 4.0 applications.
While PubSub models ensure vendor-neutral interoperability,
backward compatibility, and mature information modeling, the
use of 5G non-public networks (NPN) provides dedicated coverage,
exclusive capacity, intrinsic controllability, and customized service
and operation. In addition, the combination of PubSub protocols
and 5G provides a complete communication stack for industrial
automation, where PubSub protocols operate on higher OSI
layers, and 5G operates on lower layers. However, the practical
implications of the integration of PubSub models with 5G systems
remain largely unaddressed in the existing literature. To the
best of the authors’ knowledge, this paper presents the first
empirical evaluation of the integration of private 5G with a
PubSub protocol, namely open platform communication unified
architecture (OPC-UA), in a real production environment. The
proposed solution for 5G and OPC-UA integration relies on layer
2 (L2) connectivity over a virtual extensible local area network
(VXLAN) tunnel. Evaluation results demonstrate the feasibility
of such integration in the context of a soft real-time additive
manufacturing (AM) use case for laser metal deposition (LMD)-
based manufacturing.

I. INTRODUCTION

Fifth-generation (5G) wireless communication is a key ena-
bler of Industry 4.0, as it provides enhanced flexibility to a
range of applications, such as automation, robotics, remote
access and maintenance, process monitoring, and so on. In-
dustrial applications, however, have different requirements in
terms of quality of service, dependability, deployment type,
and interworking, among others. By providing diverse kind
of services such as massive machine type communications
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(mMTC), ultra-reliable low latency communication (uURLLC),
enhanced mobile broadband (eMBB), and so forth, 5G systems
are well suited to meeting stringent industrial automation com-
munication requirements. In this regard, the use of a 5G non-
public network (NPN) [1] empowers industrial organizations to
deploy their own local networks with dedicated equipment and
configurations, enhancing the flexibility of production systems.
The use of 5G NPN enables dedicated coverage, exclusive
capacity, intrinsic controllability, and customized service and
operation [2]. In this regard, reliable wireless connectivity is
a key requirement of industrial applications. These are often
extremely sensitive to poor communication performance, which
can potentially cause production equipment downtime. Thus,
the deployment of industrial 5G NPN requires the advance
testing of wireless communication performance under realistic
conditions [3].

Moreover, for a functional integration of 5G in real pro-
duction environments, the highly demanding communication
requirements of industrial use cases must be ensured. A key
enabler of industrial 5G deployments is the integration of
5G with standardized publish-subscribe (PubSub) messaging
models and protocols, such as open platform communication
unified architecture (OPC-UA), aiming to ensure the con-
vergence of the information technology (IT) and operational
technology (OT) domains [4]. The integration of 5G with
PubSub protocols provides a complete communication stack
for industrial automation, where PubSub messaging operates
on the higher OSI model layers, and 5G operates on the lower
layers [5]. Thus, this convergence is poised to provide robust
communication and information model-based data management
in Industry 4.0.

Although the integration of 5G with industrial PubSub
mechanisms has initially been addressed in the literature, this
has been considered mainly from a theoretical perspective.
The work in [6] proposed the integration of OPC-UA with
5G through time sensitive networking (TSN), which paved the
way for further investigations on the convergence of PubSub
and TSN [7]. However, very few works have studied the direct
integration between PubSub and 5G in Industry 4.0. The work
in [4] presented a generic architecture for the direct integration



of 5G and OPC-UA, and demonstrated an end-to-end delay of
under fifteen milliseconds and a reliability of 99.4%. However,
validations where carried out in a laboratory testbed. Additional
research is required in real environments, where the complexity
of practical network setups and the lack of reliable wireless
connectivity are likely to impact the achievable performance.

In addition, the dominant networking model in current fac-
tories is based on Ethernet. Thus, to ease the introduction of
5G NPN in factory environments it is key that the 5G NPN
can natively transport Ethernet frames. 3GPP has standardized
the support of Ethernet access points [8]. However, this feature
is not yet supported by commercial 5G modems. The authors
in [9] suggest to use virtual extensible local area network
(VXLAN) over 5G to enable native transport of Ethernet
frames, and evaluated the resulting end-to-end latency in a
laboratory environment. We extend this work by providing
a full evaluation of a real industrial PubSub protocol over a
VXLAN enabled 5G NPN system.

To the best of the authors’ knowledge, this paper presents
the first empirical evaluation of the integration of a 5G NPN
with OPC-UA in a real production environment. The proposed
solution for 5G-OPC-UA integration relies on layer 2 (L2)
connectivity over a VXLAN tunnel. The 5G NPN system acts
as a L2 switch, so that Ethernet frames generated by OT devices
can reach all the other OT devices in the same virtual local area
network (VLAN). Evaluation results demonstrate the feasibility
of such integration in an additive manufacturing (AM) laser
metal deposition (LMD) use case, in a real factory floor.

The remainder of this paper is organized as follows. Section
IT presents an overview of the industrial use case of interest
and its main connectivity requirements. Section III describes
the 5G NPN architecture and deployment model. Section IV
presents a performance evaluation of the 5G NPN and of the
LMD use case of interest. Section V concludes the paper.

II. REFERENCE INDUSTRIAL USE CASE

As test case, we consider a scenario in an advanced manufac-
turing facility comprised by plug-and-produce (PnP) automated
AM cells for prototyping, repairing and machining metal parts.
Each cell utilizes LMD to build three-dimensional components,
layer by layer. The AM cells are equipped with a laser source,
robot, a precise wire or powder feeder to add material to the
process, a camera for online process monitoring system, and
an edge-node for control. LMD enhances design flexibility and
fabrication of intricate parts, but the complexity of the process
due to the influence and interaction of various parameters
(laser power, feed rates, material composition, environment,
etc.) requires optimization and precise control to achieve the
desired structural integrity and surface finish. The achievement
of the vision of zero-defect manufacturing relies on online
monitoring and control, as well as data-driven tools. These tools
encompass digital twins, which leverage simulation and process
data to enhance understanding and optimize future iterations.
Additionally, Al services are employed for defect prediction.

In this regard, the full integration and interoperability of
the AM cells, including the robot controller, sensors, and
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Fig. 1. 5G-enabled factory services.

VLAN1,...N

Data Center

I
I
I
|
|
I ® VIANM
I
I
I
I
I

S5GCPE1
AMCell1l
ce VTEP1
VLAN 1

. .
AMCellN SGCPEN
VTEPN
VLAN N

monitoring
@® VLANK
@® VXLANK

MEC Server

Fig. 2. Network diagram of the proposed SG NPN deployment.

field devices, with IT factory services is achieved through the
combination of two PubSub protocols, namely OPC-UA and
Kafka. While OPC-UA ensures standardized communication
and data exchange in the industrial automation domain, Kafka,
as a distributed streaming platform, facilitates seamless com-
munication between various IT services on the manufacturing
ecosystem and enhances data stream processing capabilities.

The use of 5G NPN in this case aims to facilitate remote
monitoring and control of AM cells, achieving full integration
with private services in the factory data center. Fig. 1 illustrates
the proposed integration between SG NPN and factory services.
Combining PnP manufacturing modules (AM cells) with 5G on
the factory floor allows rapid production line reconfiguration.
This enables dynamic adjustments to manufacturing setups,
fostering a highly flexible and adaptive production environment
that efficiently responds to changing demands and accommo-
dates diverse products.

The target industrial application requires 5G connectivity



to all the AM cells on the factory shop floor, ensuring high
bandwidth, low latency and jitter. Each AM cell produces a
continuous data stream, combining time series data (e.g., robot
position, feeder rate, laser power) and a video stream from the
monitoring system. The data is primarily streamed via OPC-UA
using the client-server mechanism over transmission control
protocol (TCP). Typically, an OPC-UA connector running in
the adaptation layer (see Fig. 1) is responsible for retrieving the
data from the OPC-UA server on the edge node and sending
it to a Kafka cluster at a constant rate of 15 Hz. The average
data rate per cell is around 4 Mbps, considering video graphics
array (VGA) image resolution. Processed data is used offline
to generate a digital twin of the manufactured component for
analyzing and optimizing future iterations. The use case under
study is soft real time, and thus it requires lower than 100 ms
latency. Another main requirement is the ability to provide 5G
connectivity to several AM cells simultaneously.

The use of OPC-UA services is required in the factory
data center with the capability to initiate and establish com-
munication with the OPC-UA servers in the edge nodes, to
enable support for a variety of industrial services. The OT
network management model is based on a firewall with dedi-
cated VLANSs for every AM. 5G connectivity to the customer
premises equipment (CPE)s is provided through L2 in order to
maintain the previous centralized network management model.
Since the OPC-UA client at each AM cell initiates a TCP
connection, the use of L2 connectivity would require network
address translation, which would disrupt the connectivity.

III. NETWORK ARCHITECTURE AND DEPLOYMENT MODEL

5G mobile network architectures comprise three main func-
tional entities: core network, radio access network (RAN), and
user equipments. In public 5G networks, communication is
achieved at the IP protocol layer. However, the introduction of
new use cases, particularly in the industrial domain, requires
an evolution not only of the network architecture but also from
the connectivity perspective. In this sense, the integration of
5G NPN and mobile edge computing (MEC) in the industrial
domain are considered as key enablers of new industrial use
cases. 5G NPNs provide a number of advantages to industrial
settings [2], such as dedicated coverage and capacity. However,
there are multiple challenges in the deployment of 5G NPNs in
industrial settings. Specifically, the deployment and integration
of the 5G NPN must be adapted to the specific use case
and existing network configuration to achieve strict industrial
reliability requirements.

In the reference use case presented in Section II, an isolated
5G NPN deployment [2] must provide connectivity between a
factory OT domain to a on-premise data center. 5G connec-
tivity is intended to replace the current wired Ethernet based
connection and support different industrial protocols such as
OPC-UA, thus enabling re-configurability of the AM cells.
Fig. 2 represents the network diagram of the proposed 5G
NPN deployment to provide L2 network connectivity between
the AM cells and the factory data center, through a dedicated

VLAN per AM cell. The AM cells contain the functionalities
of the industrial edge node, and are located in the factory
shop floor, as represented in Fig. 1. Since the AM cells do
not have wireless connectivity capabilities, a CPE is employed
to provide 5G connectivity to the 5G NPN placed in the factory
data center. It is worth mentioning that the right dotted block in
Fig. 2 represents the 5G block that connects OT and IT domains
in Fig. 1 which, in our deployment, is a Nomad 5G [10] all-
in-one NPN 5G solution. This solution includes networking
devices such as a NOMAD router and switch. The router is used
for remote network management through VLAN M, while the
switch interconnects the rest of the components in the Nomad
5G. In this particular deployment, two servers are considered.
One of the servers implements the 5G core network. The second
is employed as a MEC server with multiple functionalities
such as network monitoring and VXLAN configuration to
support L2 communications. The end to end L2 communication
between the AM cells and the data center is established by the
combination of VXLANs and VLANSs, where the CPEs and a
virtual machine in the MEC server act as the VXLAN tunnel
end points (VTEPs).

Additionally, the RAN of the proposed solution is composed
by an indoor next generation node B (gNB). In this case, a
gNB from the Node-H provider was selected due to its trade-
off among performance, management features, and cost [11].
The Node-H cell integrates an Askey radio unit [12].

IV. PERFORMANCE EVALUATION

This section provides a performance evaluation of the pro-
posed architecture. The implemented network elements and
their parameters are described, and the performance evaluation
is presented in terms of network and service performance. From
the network perspective, a detailed analysis of the performance
is introduced considering coverage, latency and throughput.
These measurements were executed at the CPE and at various
locations inside and outside of the factory floor, over one AM
cell (see Fig. 2.) Additional evaluations of the industrial service
performance over 5G are also provided. Results demonstrate
that the proposed architecture meets the requirements of the
use case, in terms soft real-time latency (below 100 ms for
95% of the time), and number of AM cells supported (up to
twenty-two).

A. Description of the network parameters and factory floor

The integration of 5G networks in industrial settings is a
complex endeavor, which must guarantee a seamless integration
of multiple features such as: network monitoring, L2 commu-
nication through VXLAN configuration, resource allocation,
coverage planning, interference management, and isolation.
This subsection describes the fundamental configuration and
measurement parameters of the considered setup.

1) RAN: Most of the traffic generated in the AM cell is sent
to the on-premise data center through the uplink channel of the
5G NPN, in order to generate a digital twin of the manufactur-
ing process. For this reason, the uplink was prioritized in the
selection of the time division duplexing (TDD) pattern. Table



TABLE I
RAN CONFIGURATION

Parameters Value

Standard 3GPP 5G Rel 16 SA mode

Frequency Band N77 (3900MHz)

Duplex TDD
TDD Pattern DFUU
Bandwidth 40MHz
Subcarrier spacing 30kHz
Tx Power 18dBm

I shows the fundamental parameters in the configuration of the
radio access network, in which U, D, and F in the TDD pattern
stand for uplink, downlink and flexible slots.

2) 5G core network: The 5G core provides advanced net-
working capabilities and efficient service delivery. The 5G core
architecture was designed to be highly flexible, scalable, and
capable of handling diverse requirements. In our implemen-
tation, an open-source 5G core, namely Open5Gs [13] was
selected, as it supports 5G standalone configurations.

3) MEC: MEC takes a significant role to satisfy network
requirements in the industrial domain. In the considered 5G
NPN deployment, a MEC server was deployed. Storage and
processing capacity were allocated on-premise in order to
provide additional features to the 5G deployment and especially
to support L2 communication between the manufacturing floor
and the on-premise data center. Openstack was used as the
server’s virtual infrastructure manager to enable the execu-
tion of multiple and isolated functionalities. Specifically, two
virtual machines were instantiated: VM-1 for the VTEP of
the VXLAN configuration, and VM-2 for network monitoring
purposes (see Fig. 2). A Prometheus server [14] was also
deployed with the following targets: three node exporters for
the CPE, the core and the MEC servers, a proprietary exporter
of the gNB for the radio access network monitoring, and the
Open5Gs exporter. The Prometheus server stores the metrics
previously pulled from each exporter. Once the data is stored
in the Prometheus server database, Grafana [15] is used for
data visualization.

4) CPE: Based on the industrial board Gateworks GW7300
[16] with a 1.6 GHz ARM processor, 4 GB DDR4 RAM, and
64 GB of eMMC storage. It has two Gigabit Ethernet ports, one
of these ports connects the CPE with the industrial edge node in
Fig. 1. Additionally, the Gateworks board has three miniPCle
ports for connecting external devices. In one of these ports,
the Quectel RM500Q-GL 5G module [17] is connected via
a miniPCle to M.2 adapter. This module implements NSA/SA
modes up to 3rd generation partnership project (3GPP) Release
15 for Sub-6 GHz frequency band.

5) Factory Floor: Fig. 3 shows a simplified map of the
factory floor, which includes the AM cells, the set of points
where the performance was analyzed (P1 to P§), and the CPE
and Node-H gNB locations. The elements were located at the
same height on the ground floor, except for the Node-H and
P6, which were placed on the second floor, with light-of-sight
(LOS) through a window, to improve propagation conditions.
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Fig. 3. General diagram of the factory floor.

During the deployment process, it was assumed that points P1,
P2, P3, P4, P5 (see Fig. 3) and the CPE would enjoy better
propagation conditions, as they have a LOS path. Although
network performance in this dynamic environment is condi-
tioned by different random processes, such as high interference
(one of the fundamental challenges in the provisioning of 5G
connectivity in industrial settings, due to electromagnetic noise
introduced by industrial equipment, among other factors), we
followed a simplified approach in our experimental deployment,
where the Node-H radiation pattern lobe was oriented towards
the CPE to guarantee 5G connectivity to the AM cell. However,
in production-level deployments, especially if more than one
additive manufacturing need to be served, it is necessary to
apply a gNB placement optimization strategy.

B. Network performance and validation

This subsection aims to provide a network level validation,
where latency, throughput, coverage and a preliminary vali-
dation of the end-to-end service using OPC-UA protocol are
considered to validate the network performance.

1) Coverage Analysis: The analysis of the network perfor-
mance along the factory floor was executed from P1 to P8,
using a XR20 Nokia mobile phone. Since VXLAN connectivity
is not supported by this device, measurements were executed
in layer 3 (L3)-based 5G communication. Note that this does
not affect the generality of the measurements to provide an
approximation of the signal coverage in the factory floor.
Table II summarizes the instantaneous coverage measurements,
namely the reference signal received power (RSRP) (in dBm)
and the Signal-to-Noise-plus-Interference-Ratio (SINR), along
the considered measurement points. According to the results
in Table II, measurement points can roughly be classified into
three coverage categories: excellent, good, and weak coverage.
In P6, the mobile phone has the best signal level, namely
RSRP = —61 dBm, since measurement point is located in
the same room of the gNB cell. Measurement points inside
the factory floor (P1-P5) experience a comparable RSRP. It is
interesting to highlight that point P4 has 3 dB of attenuation
compared to P1, P2, and P3, which is a potential consequence
of the attenuation introduced by the AM cell.

Since interference is one of the most critical aspects of
mobile communications, especially under indoor deployments,
the signal-to-noise ratio SINR must also be considered in the



TABLE II
INSTANTANEOUS COVERAGE MEASUREMENTS

P1 P2 P3 P4 P5 P6 pP7 P8
RSRP [dBm] | -82 | -82 | -82 | -85 | -83 | -61 | -115 | -120
SINR [dB] 33 33 33 32 23 31 7 7
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Fig. 4. Latency comparison between L2 and L3 communications.

coverage analysis. Table II shows the SINR measured by the
Nokia XR20 at each point. Note the considerable effect of
the interference at measurement points P5. Additionally, the
measurement of outdoor coverage at points P7 and P8 was
also executed to analyze possible interference generated by the
indoor cell, with measurements yielding weak signal coverage.

2) Latency analysis: Latency is a key network performance
parameter in manufacturing use cases. Fig. 4 shows the round
trip time (RTT) during a preliminary test of 100ms with L2
(with VXLAN) and L3 (without VXLAN) communication
approaches. Most of the values of RTT range from 10ms to
30ms during this test. Note that the VXLAN overhead increases
the achieved latency, but this was only a moderate increase in
our measurements. This analysis was based on ICMP packets,
using the ping tool, which is not representative of the latency
at service level. Thus, a deeper analysis on industrial service
performance is presented in subsection IV-C.

3) Throughput analysis: The network throughput validation
was executed with the open-source tool iperf3, a server-client
application that allows to measure the network throughput
using TCP and user datagram protocol (UDP). Additionally,
the measurements can be executed in both directions, server
to client and client to server, allowing the measurement of
network throughput in the uplink and downlink. Fig. 5 shows
the throughput results from the CPE to the MEC server. Based
on the use case requirements and the protocols running in the
industrial edge, measurements were executed with TCP proto-
col in the iperf3 and over L2 communications with VXLAN
configuration. Results in Fig. 5 show the uplink traffic is pri-
oritized with an available throughput around 80Mbps because
of the TDD configuration, while the downlink exhibits around
25Mbps, supporting twenty-two users. This is a desirable effect,
as most data traffic is generated at the AM cell.
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Fig. 5. Throughput of the CPE using L2 communication.

C. Industrial Service Performance Evaluation

In this subsection, the performance of OPC-UA over the 5G
NPN is analyzed in the context of a service for the monitoring
of an industrial AM process. The test topology consists of two
main components. The first is an industrial edge device, specif-
ically an Nvidia Jetson with 8§GB RAM and 8 cores. On this
device, an OPC-UA server based on the open62541 C library
is deployed. The second component is a server with 15GB
RAM and 6 cores on which an OPC-UA client is launched.
This client reads 16 variables from the OPC-UA server with
a frequency of 15 Hz, providing dynamic monitoring of the
additive manufacturing process. Connectivity is provided over
a VXLAN-based L2 5G service. The performance results are
evaluated in terms of bandwidth and latency.

Fig. 6 shows the network bandwidth of a single AM cell
(i.e., an OPC-UA client), averaging 4 Mbps. Consequently,
the system can effectively accommodate up to twenty-two
AM cells, yielding an aggregated bandwidth of approximately
88 Mbps, which is the total uplink bandwidth capability. Le.,
the network bandwidth allows for the monitoring of up to
twenty-two AM cells simultaneously.

Fig. 7 presents the latency measurements obtained when
transmitting OPC-UA traffic, including both the delay in-
troduced by the network and that introduced by the data
processing at the OPC-UA client side. Measurements were
performed over (i) a wired connection, (ii) a 5G connection,
with simulated OPC-UA data, and (iii) a 5G connection, with
OPC-UA data generated during a real production process.
Moreover, Table III presents the latency 95th percentile, mean,
median and standard deviation, for each of the experiments
performed. The experiment performed over a wired connection
yields very consistent results, as expected, which are reflected
in the low standard deviation achieved. Moreover, the 95% of
measurements yielded values equal to or lower than 1.66 ms.
Measurements of simulated OPC-UA data over the 5G network
yielded a mean delay of 24.69 ms. This measurement fulfills
the non real-time requirements of the AM LMD use case but,
also, of typical soft real-time industrial applications such as
mobile robots and remote control-to-control communication.

Measurements of real production OPC-UA data over 5G
presented a more complex picture, as seen in Fig. 7 and Table
III. Measurements presented a large variability in latency and
jitter. This is due to two main reasons. First, production OPC-
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TABLE IIT
SUMMARY STATISTICS FOR EXPERIMENTS

Wired 5G connection, 5G connection,
connection  simulated data  real production data
Percentile 95 1.66ms 28.96ms 99.82ms
Mean 1.25ms 24.69ms 61.16ms
Median 1.17ms 17.82ms 49.96ms
Std. Deviation 0.33ms 44.41ms 53.33ms

UA traffic is burstier than simulated data, which can lead to
network overflow and congestion, thus resulting in frequent
high latency peaks, and on an increased average latency and
standard deviation. And second, during production, service pro-
cessing time introduces a large latency jitter. Nevertheless, the
achieved latency and jitter are acceptable in our non real-time
system, and it is also sufficient to meet the latency requirement
of 100 ms in typical soft real-time industrial applications [2].

V. CONCLUSIONS

This paper presented an experimental evaluation of the
integration of 5G NPN with OPC-UA in a real production
environment, namely an AM use case for LMD manufacturing.
5G connectivity was established through L2 over a VXLAN
tunnel. A performance evaluation of the proposed deployment
was executed to validate the integration of the SG NPN into
the existing OT network, as well as the network performance

and the target industry service performance. Evaluation results
demonstrate that our approach can simultaneously serve a large
number of AM cells. Additionally, our VXLAN-based ap-
proach was validated, yielding an increased RTT of only a few
milliseconds. Moreover, the OPC-UA latency measurements
over a real production process produced a large jitter which,
however, is acceptable in non and soft real-time industrial
applications.
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